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BIE Transportation Systems Access Request Form

Office of Information Operations - Systems
1011 Indian School RD NW Suite 177
Albuquerque, NM 87104
Fax: (505) 563.5059
	Section 1: Action Identification
	Please print Clearly.

	NAME and Title of  person making this request:

	__________________/____________________/_________

( Last                                                      First                         mid. initial)

Title: 

	        Please circle Requested Action
A. Add New User Account
B. Delete User Account
C. Disable user Account
	

	TELEPHONE and FAX number of person making this request: 


	Telephone:  (____)__________ ____    _

Fax:                (____)______________   __

	Last four digits of your SOCIAL SECURITY NUMBER for whom access is being requested: 
	SSN: 



	SECURITY: To be completed by supervisor.
	I certify that an unexpired background check for this individual (user) has been performed, sufficient for the account types (checked above) for the user postion and that the individual (user) meets the requirements for his/her postion.

_____

I certify that this individual (user) has completed the Current Year DOI Security Awareness Training and presents an unexpired certificate.  

_____


	Section 2 
	

	Transportation Profile
	check applicable 

   __: School                              __: Central Office

   __: ELO     



	Requestor’s E-MAIL ADDRESS:
	

	Please List your ELO Office, School Name, and current  location code for which access is being requested:  EX: Cheyenne River ELO, Cheyenne-Eagle Butte School, D01A12
	


BIE IT Systems 
Rules of Behavior 
	Section 3 - Please Retain for your records.  do not discard 

	1. I understand that all BIE computer systems, including electronic mail, Internet connections, and associated equipment, software, and data are to be used for official business and according to Department of Interior and Bureau of Indian Affairs policies only.  Law forbids any other use of these items (Section 641 of 18 U.S. Code, Public Law 99-474, and other Federal Statutes and Regulations).

	

	2. I understand that individuals are subject to having any of their activities using BIA computer systems, including its e-mail system, monitored and recorded at any time.  Violations of the law can result in the loss of computer privileges and disciplinary action, up to and including termination from employment and other criminal and civil penalties.

	

	3. I will use only legally authorized copies of copyrighted or licensed software.  I will NOT reproduce, except for backup purposes, any copyrighted or licensed software or the related documentation unless authorized to do so in writing by the appropriate vendor.

	

	4. I will select appropriately complex passwords for use on the BIE computer systems and I will NOT share my passwords with anyone else nor store them in any way that increases the probability that they will be compromised. 

	

	5. I will handle sensitive information appropriately.  I will not disclose information covered by the Privacy Act to unauthorized personnel. I understand that sensitive or proprietary information is not to be exchanged, divulged, or compromised in any way unless an exchange is necessary for official government business.

	

	6. If I become aware of a security breach or incident such as password sharing or unauthorized use of any BIE computer system.  I will immediately notify the following; my SUPERVISOR; BIA OIO Security, the Help Desk at BIA (866) 701.7300 and the local systems administrator of the Incident.


	Section 4 

	Your signature below indicates that you have read and will comply with the Rules of Behavior for the Proper use of BIE systems.

	______________________________                                                _______________________

BIE User Signature                                                                                                    Date

______________________________                                                _______________________

Supervisor Approval Signature                                                                        Date

Request Completed (to be filled out only by an authorized Transportation Systems Administrator)

______________________________                                                _______________________

OIO Systems Administrator                                                                                 Date




Please Fax pages 1 and 3 to the Division of Systems 
Attn: WEB Transportation Administrators
at 505.563.5059
PAGE  
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THIS IS A UNITED STATES FEDERAL GOVERNMENT COMPUTER SYSTEM, WHICH MAY BE ACCESSED AND USED ONLY FOR OFFICIAL GOVERNMENT BUSINESS BY AUTHORIZED PERSONNEL. UNAUTHORIZED ACCESS OR USE OF THIS COMPUTER SYSTEM MAY SUBJECT VIOLATORS TO CRIMINAL, CIVIL, AND/OR ADMINISTRATIVE ACTION UNDER 18 U.S.C. 1030 ET AL.


