Bureau of Indian Affairs

NBC Mainframe Computer Access Request Form for

Federal Financial System (FFS), Doc Direct and ORACLE (Crystal Reports)

Please check the appropriate box:

Current FFS, Doc Direct or ORACLE database User?
[    ] Yes
[    ] No

Current UserID(s):
                                        
[    ] Add user
[    ] Delete user

Change current information/accesses?


[    ] Yes
[    ] No

Region/Office Location:
__________________________________________   ORG Code:____________

Requestor’s Name:
​​​​​​​​​​​​​​​​​​​​​​​​​​___________________________________,
__________________________ 
(Last Name)




(First Name)

(MI)

Requestor’s Social Security Number:
____________________________________________________

Requestor’s Mother’s Maiden Name:
____________________________________________________

Physical Address of Office:

____________________________________________________ 
_________________________________________,
__________________________

(City)






(State)

(Zip Code)

Office Telephone:
_________________________
Office FAX:
__________________________ 
e-mail address:

_________________________________________________________________

Employment Status:
[     ] BIA [     ] Tribal
[     ] Contractor [     ] AS-IA [     ] Other: ____________
User Security Agreement

Access to the National Business Center (NBC) Mainframe Computer System and the Bureau of Indian Affairs (BIA) Federal Financial System (FFS), Doc Direct or the ORACLE (Crystal) reporting database is controlled to protect sensitive financial information.

Requests for access must be justified based on BIA production requirements.  Access is granted only to authorized users.

Unauthorized use of a user account includes, but is not limited to: the use of a user account to access the NBC mainframe, FFS, Doc Direct or ORACLE database systems by any person other than the authorized user; theft; damage to or corruption of the database; destruction of or tampering with government information; disclosure of any sensitive information; or any non-government related reasons.

I,                                                                               , acknowledge that unauthorized use of any US government computer system 
is punishable under Public Law 98-473.  I also understand that I am accountable for any and all actions performed as a result of access to the mainframe, FFS, Doc Direct or ORACLE database systems via my user account and that unauthorized actions may subject me to disciplinary actions. BIA User IDs for the Federal Financial System possess privileges that are tailored to the duties of the individual BIA user's job and to the individual user's level of "need-to-know." By signing this form you are agreeing not share any information that is of proprietary nature with any of your co-workers who are not authorized.
My signature acknowledges that I have read this certification form and that I agree to protect the security of the system and its contents.  Any suspected illegal access will be reported immediately.

Requestor’s Signature:                                                                                     
Date: ______________
Profile Changes Required:
[   ] Yes


[   ] No

- Is the change:

[   ] Permanent

[   ] Temp
Expiration Date: ____________
Job Title: ____________________________________________________________________________
Duties:    ____________________________________________________________________________

____________________________________________________________________________________

FFS Profiles Available: (Choose One)
[     ]
Inquiry (Scan Only) - OFM or Central Offices


[     ]
Inquiry (Scan Only) – Area/Regional Offices



[     ]
Regional Finance Officer



[     ]
Regional Accounting Tech

Transaction Accesses Needed (please check either scan or input): 


Travel 




[   ] Scan

[   ] Input 



Obligations



[   ] Scan

[   ] Input 

Payments 



[   ] Scan

[   ] Input


Fixed Assets 



[   ] Scan

[   ] Input

Other Transaction Accesses Required (Please Explain): ________________________________________

________________________________________________________________________________________________________________________________________________________________________

Tables Accesses Needed (please check either scan or make adjustments):

Bankcard



[   ] Scan

[   ] Make Adjustments


Payroll




[   ] Scan

[   ] Make Adjustments

FOR VENDOR TABLES PLEASE CHOOSE ONE OR THE OTHER AND NOT BOTH

Vendor Tables (w/ bank info)

[   ] (Scan Only)


Vendor Tables (w/o bank info)

[   ] (Scan Only)

Other Table, Document or Special Accesses Required (Please Explain): ___________________________
____________________________________________________________________________________
____________________________________________________________________________________

____________________________________________________________________________________

++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

PLEASE SELECT PAYROLL, NON-PAYROLL, OR BOTH
DocDirect Access Required:


[     ] Yes

[     ] No







[     ] Payroll

[     ] Non-Payroll

ORACLE Database Access Required:

[     ] Yes

[     ] No

++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

Supervisor/Manager Review

Comments: __________________________________________________________________________

____________________________________________________________________________________

Requestor’s Supervisor/Manager (Please Print):
_____________________________________________

Supervisor/Manager Contact Telephone Number:

______________________________________

Requestor’s Supervisor/Manager Signature: ___________________________
Date: ______________

+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++
Regional Finance Officer Review

Comments: __________________________________________________________________________

____________________________________________________________________________________

Regional Finance Officer (Please Print):
____________________________________________________

Regional Finance Officer’s Contact Telephone Number:
_______________________________________
Regional Financial Officer’s Signature:                                                              
Date: ______________ 

+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

Budget, Education, Law Enforcement Review

Comments: __________________________________________________________________________

____________________________________________________________________________________

Approving Official’s Contact Telephone Number:
______________________________________

Budget/Education/Law Enforcement Signature: 
________________________
Date: _____________ 

+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

Fixed Assets Property Officer (Required for Fixed Assets Access) 

Comments: __________________________________________________________________________

____________________________________________________________________________________

Property Officer’s Contact Telephone Number: 

______________________________________

Fixed Assets Property Officer’s Signature: ______________________________
Date: ______________ 
++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++
OFM Management (Central Office: OFM, OFMCC, Procurement Employees) 

Comments: __________________________________________________________________________

___________________________________________________________________________________

OFM Management Official’s Contact Telephone Number:
________________________________

Approving Official’s Signature: ____________________________________
Date: ______________ 

++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++
Certification of Background Screening (OIEP Use Only)
By my signature, I do certify all appropriate and necessary background screenings have been completed and documented for:

FFS System Access Requestor’s Name:
____________________________________________


BIA Screening Date:
_____________________
Disposition:
__________________ 
BIA Security Official’s Contact Telephone Number:
_______________________________________ 
BIA Security Official’s Signature:
                                                      
Date: ______________

+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++
Contracting Officers Technical Representative (COTR)

COTR Contact Telephone Number:
____________________________________________ 
COTR Signature:                                                      ____        
Date: ______________

+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++
Chief Financial Officer’s Authorization
Comments:
_______________________________________________________________________

____________________________________________________________________________________

____________________________________________________________________________________

CFO Designate’s Contact Telephone Number:
____________________________________________ 
CFO’s (or Designate’s) Signature:                                                      ____        
Date: ______________
Created on 6/23/2006 
