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United States Department of the Interior

BUREAU OF INDIAN EDUCATION
1011 Indian School Road, Room 352
Albuquerque, NM  87104

National Policy Memorandum





Effective: June 13, 2013
From:

Jeffry White, Information Technology Liaison
Subject:
Policy for Internet Protection and Appropriate Use

1. Purpose
The Bureau of Indian Education (the BIE) is committed to providing a safe and secure learning and work environment for all students, personnel, and visitors of BIE-operated schools and dormitories. The BIE recognizes that an essential component of ensuring a safe school environment is the creation and implementation of a comprehensive policy defining required compliance and adherence to the Child Internet Protection Act (CIPA) and appropriate and inappropriate use of the Internet in every school and dormitory.

2. Scope

This policy applies to BIE-operated schools and dormitories. P.L. 100-297 grant schools, P.L. 93-638 contract boarding schools, and peripheral dormitories can adopt this policy; if not, they are required to implement a similar policy independently.
3. Policy

Overview of the Educational Native American Network (ENAN)

The Bureau of Indiana Education (the BIE) is responsible for administering the only national education system for American Indian children and adults. School programs provide for the education of Indian students attending federally funded elementary and secondary schools. Federal laws, treaties, and court decisions mandate the education of Indian children as a Federal responsibility. The BIE information technology requirements encompass multiple and varied needs of students, administrators, teachers, and central office staff.
The primary conduit of information services and delivery is the Educational Native American Network (ENAN) which provides network connections between BIE locations and Internet access. ENAN provides standards-based connectivity, security, content delivery, web services, distance learning, GPS school-bus tracking and wireless communication, email access, and education application access that encompasses all BIE school networks, platforms, and other computing environments to provide timely access to educational resources and data. ENAN connects Bureau-funded Schools to each other and the Internet. The Internet connections reside at three Hub locations: Albuquerque, New Mexico; Phoenix, Arizona; and Sioux Falls, South Dakota. At each of these hubs, the BIA has installed CIPA-compliant content filters. These filters protect the users and devices of the network from inappropriate content in accordance with CIPA guidelines. The BIA Network Operations Center manages and operates the filtering system. Records are available upon request through the local Field Support Manager. See Enclosure 1 for specific content filtering.
Children’s Internet Protection Act Standards of Compliance
The Children’s Internet Protection Act (CIPA) is a federal law enacted by Congress to address concerns about access to offensive content over the Internet on school and library computers. CIPA imposes certain types of requirements on any school or library that receives funding for Internet access or internal connections from the E-rate program. E-rate is a program that makes certain communications technology more affordable for eligible schools and libraries. In early 2001, the Federal Communications Commission (FCC) issued rules implementing CIPA (see http://www.fcc.gov/guides/childrens-internet-protection-act).
BIE schools and dormitories are all subject to CIPA and may not receive the discounts offered by the E-rate program unless they certify that they have an Internet safety policy that includes technology protection measures. BIE-Operated Schools and those schools “fully” connected to the ENAN network are blanketed by CIPA filtering measures that block or filter Internet access to pictures that are: (a) obscene; (b) child pornography; or (c) harmful to minors (for computers that are accessed by minors). Schools and dormitories not “fully” connected to ENAN must have a written CIPA policy that supports the requirements of CIPA.
BIE Content Filtering, Security Measures, and Blocking Address the Following:

1. Access by minors to inappropriate matter on the Internet. By default, CIPA filtering and blocking manages or denies access to the following types of material on ENAN network (see Enclosure 1).
2. The Center for Safe and Responsible Internet Use (http://www.internetsafetyproject.org/wiki/center-safe-and-responsible-internet-use) has developed a new framework to address safe and responsible Internet use. The BIE has adopted many of these policies because they concern the rights, responsibilities, and safety of students in all educational facilities within the BIE for Internet Safety and Responsible Use Policy. Specifics are covered within Enclosure 2 and include:
· Proper use of electronic mail.
· Proper use of chat rooms and other forms of direct electronic communications.
· Unauthorized access, including so-called “hacking,” and other unlawful activities.
· Unauthorized disclosure, use, and dissemination of personal information regarding minors.
· Measures restricting minors’ access to materials harmful to them.
Acceptable Use, Appropriate Use of the Internet and Social Media, and Social Networking Policy
Personnel within the BIE are responsible for using the Department of the Interior guidelines and policies covered under these topics. 

1. Enclosure 3 covers the Acceptable Use and Appropriate Use of the Internet Policy.

2. Social Media and Social Networking Policy is located on the World Wide Web at http://www.doi.gov/notices/Social-Media-Policy.cfm.

Enclosures: (as written)

Enclosure 1 (CIPA Filtering) to BIE Policy for Internet Protection and Appropriate Use

Enclosure 2 (Student Internet Use Policy and Agreement) to BIE Policy for Internet Protection and Appropriate Use

Enclosure 3 (Acceptable Use Policy) to BIE Policy for Internet Protection and Appropriate Use
