RULES OF BEHAVIOR FOR BUREAU OF INDIAN AFFAIRS USERS OF COMPUTER SYSTEMS AND APPLICATIONS HOSTED AND MANAGED BY THE DEPARTMENT OF INTERIOR, NATIONAL BUSINESS CENTER

PLEASE READ THE FOLLOWING SIGN AND RETURN TO JASON HALL FAX# 703-390-6309

--------------------------------------------------------------------------------------------

The following Rules of Behavior (ROB) apply to all users of applications and systems managed by the Department of the Interior (DOI), National Business Center (NBC).  These ROB should be made available to all users before granting them access to an NBC-managed application system.  They are intended to supplement any existing organizational ROB that might be in use by client user organizations, including the Bureau of Indian Affairs (BIA).

1.
Applicability and Supporting Documentation

For BIA users employed by the DOI, this ROB complies with OMB Circular A-130, Appendix III, and supplements DOI Departmental Manual 375, Chapter 19.

For non-DOI BIA users subject to OMB requirements, this ROB complies with OMB Circular A-130, Appendix III, and is intended to supplement the BIA organization’s information security policies, standards and ROB.

For non-DOI BIA users NOT subject to OMB directives, this ROB should be considered as recommended behavior for BIA users, to assist the NBC in maintaining the highest possible security protections for BIA data, and for the NBC-managed computer systems hosting BIA applications on behalf of all BIA organizations.

2.
Universal BIA User ROB


2.1
User Identification

A unique User ID is required for each individual user of an NBC-managed system or application.  
User IDs must never be shared between BIA users.
User IDs are added to, changed within, or deleted from NBC-managed systems or applications following receipt, by the NBC IT Security Administration Office, of a request from an authorized BIA SPOC.
Within the BIA organization, application requests are routed through the BIA FFS SPOC, Office of Financial Management, Systems, Reston, to the NBC IT Security Administration Office.  Where appropriate, application security administrators administer individual BIA application User IDs.
BIA User IDs possess privileges that are tailored to the duties of the individual BIA user’s job and to the individual user’s level of “need-to-know.”  
Each change in access must be approved through proper channels.

If duties or job requirements change, accesses which are no longer needed will be removed and new accesses must be requested.  
Supervisors are responsible for notifying the BIA FFS SPOC whenever such changes occur so that the user’s accesses can be changed to suit the new duty or job requirements. 

Upon termination of employment with the BIA, for whatever reason (e.g., deaths, medical leave of absence, retirement, termination for cause, etc.), a user’s access must be terminated.  
Supervisors are responsible for notifying the SPOC whenever a user leaves the organization, so that the user’s access authorities can be removed.
Under no circumstances may the logon account of a terminated user be given to another individual.

2.2
Passwords

· Passwords are considered private and confidential.  Users are prohibited from sharing password(s) for any NBC-managed system or application with anyone.

· To minimize the risk of having the system compromised as a result of poor password selection, users are responsible for selecting passwords that are difficult to guess.  Wherever technically supported, as many as possible of the following password selection criteria should be employed:

· Passwords must be at exactly eight characters in length.

· Passwords must be a combination of both alpha (letter) and numeric (numbers) characters.  The use of Upper and lower case letters on the NBC mainframe is irrelevant and not a requirement.

· Mainframe passwords must begin and end with a letter.  They must also contain at least one numeric character (0, 1, 2, 3...9) located somewhere within positions 2 through 7.  

· Passwords that contain less than three (3) letters are not valid.
· New (changed) passwords may not be revisions of an old password.  Reuse of the same password with a different prefix or suffix (A, B, C, etc.) is not permitted.

· Dictionary words, derivatives of User IDs, and common character sequences such as "123456" may not be used.

· Personal details such as a spouse’s name, license plates, social security numbers, and birthdays should not be used unless accompanied by additional unrelated characters.

· Proper names, geographical locations, common acronyms, and slang should not be used.

· Should a password be exposed or compromised, it must be changed immediately.

2.3
General User Responsibilities

· Users are responsible for using BIA FFS related data systems and associated data for business purposes only.

· Users of BIA FFS related data systems and applications may not access, or attempt to access, data for which they are not authorized.

· BIA users are responsible for protecting the confidentiality of data associated with the BIA FFS related data system or application to which they have been granted access, based on the sensitivity of the data.  Such data may not be given to unauthorized persons.
· BIA users should report suspected or actual security violations to their supervisor or Security Point of Contact (SPOC), and where appropriate, to the BIA application security administrator.
3.
Federal Financial System (FFS):
· Use the system and the data to conduct FFS application business only.

· Be personally accountable for all actions associated with the use of their assigned FFS application user ID.

· Not share their FFS user ID and password with anyone.

· Change their FFS application password at regular intervals. 

· Change exposed or compromised passwords immediately.

· Not attempt to access FFS data, tables, or documents for which they are not authorized.

· Appropriately use and protect sensitive FFS information to which he/she has authorized access.

· Immediately report all computer security incidents (system and data compromises, access/password/User ID problems, etc.) to their security point of contact (SPOC).

4.
Consequences for Non-Compliance with these Rules of Behavior:
The consequences of Federal employee or contractor behavior not consistent with these rules may result in revocation of access to the associated NBC-managed system or application, and wherever such actions may be applicable, disciplinary action consistent with the nature and scope of the infraction may be applied.

--------------------------------------------------------------------------------------------

User Confirmation and Certification of Compliance with Bureau of Indian Affairs Rules of Behavior Regarding Access to and Use of Bureau of Indian Affairs Federal Financial System Related Data.
--------------------------------------------------------------------------------------------

By my signature, I, __________________________________, UserID ____________

confirm that I have read and understand the requirements of the BIA Rules of Behavior for the Bureau of Indian Affairs FFS related systems to which I am seeking access.
Signed: ___________________________________
Date: __________________

