Job Aide: Two Factor Authentication

Introduction:

The NP2 Portal has implemented Two Factor Authentication for users that do not fully use their PIV card for
access. The user will receive an email with the link and an overview on logging in.

Accessing the NP2 Portal:
1. Open the email and read about logging in via

Two Factor Authentication and what to expect.

eNOTE: The attachments in the email will assist the
user if there are any questions or issues with
compatibility view or Migrating documents to
NP2.

2. Click the URL provided:
Apollo.opm.gov/deprecated.html

3. Get the other two emails ready to use.

(Username and temporary password)

Confirm Screen will pop up.

Click “Confirm”

Enter username from the email.

Enter temporary password from email.

No ok

8. Window prompt to create a new password
appears.

8NOTE: User must remember this password for
future login.

= Password must not match or contain
Last Name

= Password must be at least 8 characters
long

= Password must contain at least 1
lowercase letter

= Password must contain at least 1
numeric character

= Password must contain at least 1
special character

= Password must contain at least 1
uppercase letter

= Password must not be one of the
previous passwords

= Password must not match or contain
user ID
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Subject: 3 Factor: Welcome to Np2 Template

I Message | ™1 3_Compatibilty View Settings.pdf 435 KE) . 4_Migrating Documents to NP2.pdf (475 KE)

Hello and welcome to NP2! You have Alternative 2 Factor Access.
Before we get started with log on, please note that you will geta series of 3 emails that follow this.
1. Will have your USERNAME

2. will have a TEMPORARY PASSWORD
3. Will oceur when you successfully ehange your passwi The United States Government ssion.
U.S. Office of Personnel Management (OPM)
You're account for the new OPM NP2 portal has been created lude the links,

information, and functionality of the old NC4 portal.

Due to the very striet timeline of the project, you have been || Only persons specifically authorized to do so may access this

The URL is: Apollo.opm.gov/deprecated.tml data. Unauthorized attempts to pass this screen, as well as any
use of data in this system for purposes other than those authorized

by OPM, are a violation of federal law and/or regulation. Violators

We are askingif you are able to access, you can begin doingd /e subjactto disciplinary action and prosec ution [y functionalities.
The NP2 public and private libraries are available. The mostin| ~ This application is designed to collect sensitvs but unclassified s to NP2 from NC&
NOW. THIS WILL NOT BE DONE FOR YOU. data which will be maintained and protected as such by the United

A Job aide is attached for your assistance with this task. i‘i!?:é}::’i;ﬂrreﬂt Users must nct enter Classified information

If you cannot login or have other questions, the bestmethod|  This U.S. goverment system is to be used by authorized users not contact the NC4

helpdesk for assistance. The numbers and email addressesyd ~ only. Information from this system resides on computer systems
funded by the government. The data and documents on this

system include Federal records that may contain sensitive
information protected by various Federal statutes, including the
Privacy Act 5 U.S.C. § 552a. Al access or use of tis system
constitutes user understanding and acceptance of these terms and
constitutes unconditional consentto review, monitoring and action
by all authorized govemment and law enforcement personnel
‘While using this system your use may be monitored, recorded and
subject 1o audit Unauthorized user attempts or acts to (1) access
upload, change, or delete or deface information an this system, (2)
modity this System, (3) deny access to this system, (4) accrue
resourees for Unauthorized Use o (5) otherwise misuse this
system are strictly prohibited. Such atiempts or acts are subjectto
action that may resuit in criminal, civil, or adminisirative penalties

NP2 Account Information

If you have a PIV/PIC or CAC Card, you are required to registeritto
gain access into OPM systems. If you need assistance logging into
the system, contact the Federal Investigative Services Access
ontrol Team at (724)794-5612 X7323 or e-mail them at
FISAccessControl@opm.gov

NP2 Account Information
NoReply NP2@opm.gov
Mem 3212016845 M

Username |enter your username

Password  ssssssees

€

Your new password must conform to the following rules:

Password must not match or ¢ ontsln lastname.
Password mustbe atle
Password must contain at
Password must contain
Password must contain atleast 1 sp

FPassword must contzain at least 1 uppercass
Password must notbe one of 1 previous passw 3I'"|:
Password must not match or contain user ID.

Current password:

New password:

Confirm new passward: |swssss
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9. After successful creation of a password a (NP2

“Password change successful” window will
pop up Password change successful
10 Clle on “C“Ck here tO COI’]tInue” Password change was successful. Use the new password to login

Click here to continue

(NP2
11. The next window is to trigger a PIN to be C
generated and emailed the email address on Second Factor Authentication
record for the user. Please ehoase your preferred method
12. Click “OK?” ® One Time Fin through Email: Ef+++s+esssssss @+ gov

I

13. Once the email is received, enter the PIN into @

the window (please note the pinisvalid for 5 =" .= = s

m | n UteS) ] Subject: T . Second Factor Authentication
14. Click “Login” Fartwibing minses o et P s T
15. NP2 Portal Welcome Page loads! Rt

Messages Applications
=
|

Welcome o the OPM NP2 Portal. Since this is your first time logging in
the NP2 Portal, let's go through where some of the tools are located
before you get started.

10f7 Next

General Announcoments

Wa are currently expariencing slaw response times for usors that use the FIS Invoice Tasl. We are awara of the problem and are working fo carrect the
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Logging in the next time:
After the initial login, a user can login with username and the created password.

1. Click the URL: (NP
Apollo.opm.gov/deprecated.html

2. Confirm Screen will pop up. _ -
3. Click “Confirm” gain access nfo OPM systems. f you need aesistance logging into
the system, contact the Federal Investigative Services Access
4. Enter “username” Control Team at (724)794-5612 X7323 or e-mail them at
5. Enter previously created “password” e tonGepman
Username ||
PASSWOrE |seeerese |
6. Second Factor Authentication window pops up (Nx\
to trigger a PIN to be generated and emailed
the email address on record for the user. Second Factor Authentication

7. Click “OK”

Flease choose your preferred method

® One Time Pin through Email; E[####ssssssaas @**.gov
8. Once the email is received, enter the PIN into P
the W|ndOW (please note the p|n is Valid for 5 :;wm BT AL Ay AT ‘MZN
min UteS) . e onermern ) Second Factor Authentication
9. Clle “LOgin” Please use GWM Enter your one time PIN
. Portal within 5 minutes of receiving this eman. b OneTmepm: s
10.User will enter the NP2 Portal. e

Need Help?

If the user has been granted access to the NP2 Portal and is unable to login, please contact the helpdesk for
further assistance.

g*()};,({:

U NP2HelpDesk@opm.gov

B 202-795-2727
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